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Journey to open banking
...Kiwi style

Webinar 9am-10am, Wednesday 18 May 2022
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Agenda

9.00am - 9.10am Welcome and background on API Centre
Philip Cass, APl Centre Manager

9.10am - 9.30am APl standards - What do they do and how do they do it?
Gavin Wong, API Centre Lead Architect

9.30am - 9.55am The power of open banking and what it means for society
Jamie Leach, Chapter Lead at FDATA A&NZ

9.55am - 10.00am Closing remarks
Philip Cass, APl Centre Manager
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Launched apicentre
May 2019
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Journey to launch

API Centre
launched

Framework
design

Industry pilot API standards

* Closed Feb 2019 *v1.0 published Feb 2019 * April 2019 « May 2019
* Account Information « Governance
« Payments Initiation * Roles & responsibilities

» Operational &
standards management
Policies

» Membership criteria

 Working Groups Gpiceﬂtre
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APl Centre - involvement

Standards Users

API Provider

Banks / financial
institutions etc that
provide bank accounts

C

Third Party

Any organisation wanting
access to bank account
data or payments
initiation services

Any individual who wants
to test in our industry
sandbox and have input
into standards
development.

Community Contributor
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Standards Users & Community Contributors

API Providers (8):

HEARTLAND m
BANK

< TSB

API Third Parties (13):

Accredody < sinkay

middleware nz

EQUIFAX

qlp VISA WORLDLINE sW/
2 i "dzepto
Community Contributors (138): |y sy,
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From launch to present day API standards...

* Open standards

* v2.0 published April 2019

*v.2.1 published November 2020

*v2.2 & v2.3 scheduled delivery July / Aug 2022
* Present - detailed v3.0 scoping

API standards
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More than just API standards...

Customer
experience
guidelines

Industry Industry Security Industry Partnering
networking sandbox profile roadmap resources

Consistent Industry Standards Operational
customer working development rules and
education groups pipeline procedures

Terms &
Conditions
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ow to get involved

Have an in-person Become a Community Visit us at
chat with one of us Contributor or Third Party apicentre.paymentsnz.co.nz
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APl standards
What do they do and how do they do it?

Gavin Wong
AP| Centre Lead Architect
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APl standards

What do they do and how
do they do it?
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Standards

What is the point of standards?

Customer

« Simplifies integrations between Third Parties and API
Providers

« Customer expectations and functionality across the
ecosystem can be managed

« Ease adoption

==
« Learn and iterate i IIX

Third party Bank

A
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Security Profile

This is the “how”

Any access to an API Provider’s resources and systems must
be in an environment that has the following characteristics:
1. Clear identification of all parties involved

2. Secure and non-repudiable communication channels

3. Prevention of unintended or unauthorized (accidental or
malicious) release of data

4. Performed through a process where the Customer’s
consent can be obtained, verified and revoked

5. Technically implemented using standard internet
technologies to aid adoption

OpenliD Financial Grade API Profile

P\

8

Third party
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Functional Standard

This is the “what”

« With the absence of regulatory drivers in New Zealand -
we have taken a market led approach to defining the
functional standard

« Covers both read access (to Account Information) and
write access (to Payment Initiation)

« After initial industry assessment in 2018, the industry
selected the UK Open Banking Implementation Entity’s
standard as a basis for ongoing development

/)

Third party

A
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Development Process

Fortnightly working groups - both Business and Technical

Business define the scope of the API standards Sirstiimer
Technical work through agreeing the detail of the API

standard - and raise scoping questions back to the

Business

Principles established

Development in the open with the community

C

<

[
»

Third party Bank
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Development Pipeline

API standards are continuously improving and expanding. Versioning lays down the tracks for a sequenced implementation.

v3.0 Payments Initiation & Account Information (scope to be

v2.3 Payments Initiation (developed and to be published June confirmed)

22)

e Multi-auth
e Makes enduring payment consent a mandatory feature Q12023 L
e Event notifications

e Refund payments

v2.2 Payments Initiation & Account Information (developed
and to be published June 2022)

e Extends the list of mandatory Account Information
functions that must be implemented

v2.1 Account Information API

* Makes decoupled flow a mandatory feature e Extends and clarifies the types of bank account products

that data sharing must be enabled against, e.g.
transactional accounts, loan accounts, business accounts
etc

v2.0 Payments Initiation & Account Information

e Major upgrade & overall improvement
e New security profile

e Decoupled flow customer authentication making it more

. . . , v1.0 Payments Initiation & Account Information
mobile device friendly / better customer experience

. e Solid baseline standard.
e Introduces enduring payment consent

e Based on UK's Open Banking Implementation Entity
standards

i
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Account Information

How can customers share bank account data with a Third Party?

A Third Party is required to obtain a
Customer’s consent. The Customer must
authorise that data sharing consent with
their bank:

1. Customer request - Customer agrees
what data the Third Party will have
access to and for how long.

2. Setup request - Third party creates and
submits the consent to the API Provider,
i.e. bank

3. Customer authorisation - Customer
provides their consent directly to their
bank.

4. Access account information
resources - Third Party is provided with
requested data by the API Provider.

Customer

Customer
request

Customer
authorisation

g

Third party

Setup request

Check account
balance

pre H= ) +8

Verify account Verify bank Transaction Optional
holder name account number history functions
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Payment Initiation

How does a Third Party initiate a single payment using the API?

1. Customer request - Customer agrees
consent at Third Party (i.e. to make a
payment through their bank)

2. Setup request - Third party creates and
submits the consent to the API Provider,
i.e. bank

3. Customer authorisation - Customer
provides consent at bank.

4. Payment status confirmed - Bank
informs Third Party the payment is being
processed

5. Payment made - Payment is made to
beneficiary using the existing electronic
payment system.

g

Third Party

Customer
request

Setup single
request

.

Customer

Customer
authorisation

1

Bank

Payment status
confirmed

Payment made
to beneficiary
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Enduring Payment Consent

How can customers set up ongoing payment arrangements?

We developed an ‘Enduring Payment
Consent’ APl standard where customers
can set up ongoing arrangements for a
Third Party to make payments from their
account within customer defined limits.

Enduring payment consents support use
cases such as: bill payments;
subscription payments; reoccurring
payments; any scenario that uses direct
debits; some online payment gateway
scenarios; etc.

Customer

Agree Enduring
Payment Consent

Initiate payment using
enduring consent

\
\
\
~
~
~
‘-.) -

Authorise Enduring
Payment Consent

2

-

7
7
7/
/
/
]

Set up consent
request

/
/
/
s
. @
-

NOTE: The customer is always
in control. They can revoke
their consent at any time if

they choose to - at either their

bank or their Third Party.

Third Party <
~

~
AN
\
\
\
Confirm

consent Payment status
confirmed

Payments made
to beneficiary
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THE POWER OF
OPEN BANKING
- WHATIT
MEANS FOR
SOCIETY




OPEN BANKING IS THE

PRACTICE OF

ENABLING
SECURE

INTEROPERABILITY IN THE

BANKING IN
ALLOWING TF
PAYMENT SE
OTHER

DUSTRY BY
IRD-PARTY
RVICE AND

FINANCIAL

SERVICE-PROVIDERS TO
ACCESS BANKING
TRANSACTIONS AND
OTHER DATA FROM

BANKS AND

FINANCIAL

INSTITUTIONS.




OPEN BANKING IS A BANKING
PRACTICE THAT PROVIDES THIRD-
PARTY FINANCIAL SERVICE
PROVIDERS OPEN ACCESS TO
CONSUMER BANKING,
TRANSACTION, AND OTHER
FINANCIAL DATA FROM BANKS AND
NON-BANK FINANCIAL
INSTITUTIONS THROUGH THE USE
OF APPLICATION PROGRAMMING
INTERFACES (APIS).



Mexico

Columbia

Brazil

Argentina

South Korea
Japan

Phillipines

Malaysia

1qapore

Indonesia

Australia

Key:
Regulatory approach to Open Banking New
Zealand

Regulatory PSD2 approach to Open Banking

Market-Driven approach to Open Banking

Copyright 2021 by Matthias Biehl, Software AG




Open
Banking
Core

The Four Core
Principles

CUSTOMER

CHOICE
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Consumers can now share the data they
have, with the businesses they select, for
use as they choose.

The first stage of the CDR — open banking
— Is already helping australians, but the

journey has | n.
JOU ey aSJUSt begu Scott Farrell - KWM



Open banking
follows an
evolutionary path
and will become an
unstoppable force

Open
Banking

Finance
Non-
Bank
Lending
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MOGORLUS

———— ey
Single AP to ingest data 1 ‘Aggregation of multiple data
via the MogoPlus data I groups across joint applicants,
collection solution or via 1 1 Fulti bank and multi account
any 3¢ party data | ° 1 scenarios into a single data set
provider 1 \ for processing
S g | Categorise Structure Configure |
e [ —
Openearking JC Data security and processing o1 OutputviaAPlintoany
utilizes bank grade protocols and
wata
Data Warehouse

end point.
controls Bank/ Loo==) - DecisioningEngine
Credit Provider Origination Platform
- CRM

Instant decision to customer
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My Net worth ons1 Aug2017

My Spends  wastodays

Recent Activity
Pk Savings 500000000000X0081
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- aiso27e £358,803.90

02Jan2014  AT3001121014... $74500Dr
1 Have i)
£1,846,266.76 TR 02Jan2014  DomesticIndiaR... $12367Dr
Debt Uncategorized
e £358,803.90 02Jan2014  Cross Currency... $44.70 Dr
Cument asoings B o i
B TermOepost View Details View More
My Accounts Payments

Upcoming Payments
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Favorites

View All
Currently, you have 7 active goals!

edit card

Budgets

== Youhaveset1budget categories

Don't pay the full amount when youc






BUT WHAT &
OPEN BANKING——
GOT TO DO WITH
SENDING YOUR
CHILD TO SCHOOL?
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WE LIVE IN A DIGITAL WORLD,

WATH DATA BE|

NG SHARED IN

REAL-TIME VIA API'S.

OPEN BANKING ISJUST THE START
OF CONSUMERS LEVERAGING
THEIR DATA TO CREATE ENHANCED

CUSTOMER EXPERIENCES.

THEY DON'T NE
HOW IT WOR

=D TO KNOW
KS THEY JUST

NEED TO TRUST |

HAT IT WILL.




JAMIE LEACH
l REGIONAL DIRECTOR | FDATA ANZ

JAMIE.LEACH@ FDATA. L.
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Thank you
for your time

You can contact the APl Centre team at

apicentre@paymentsnz.co.nz
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PAYMENTS INDUSTRY CONFERENCE

9-10 November 2022
Registrations opening soon!



	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	THE POWER OF OPEN BANKING - WHAT IT �MEANS FOR �SOCIETY

	Open Banking is the practice of enabling secure interoperability in the banking industry by allowing third-party payment service and other financial service providers to access banking transactions and other data from banks and financial institutions.���
	��Open banking is a banking practice that provides third-party financial service providers open access to consumer banking, transaction, and other financial data from banks and non-bank financial institutions through the use of application programming interfaces (APIs). ��
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	But what has open banking got to do with sending your child to school?
	Slide Number 38
	We live in a digital world, with data being shared in real-time via api's. ��Open banking is just the start of consumers leveraging their data to create enhanced customer experiences. ��They don't need to know how it works they just need to trust that it will.
	Jamie Leach�regional director  | fdata anz�+61413075671�jamie.leach@fdata.global�LinkedIn – jamie k leach
	Slide Number 41
	Slide Number 42

